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Making Cylaerspace Sa\fe, Part I

PROTECTING KIDS ONLINE

We really monitor our daughter's use of the Internet, but she says her friends’ parents
aren't as vigilant and they can surf the Web at will. I'm not sure what to do.
—Mother calling into our weekly “Downhome Computing

with the PC Dads"” show, Portland, Oregon

any parents are up in arms about what's going on on the Internet,

and no wonder. When we were kids, parents would go ballistic if

they found Playboy under a boy's bed. Now, kids can bring XXX-
rated content right into the living room via the Internet with the click of a few
buttons. They can also interact with people they'd never come into contact
with otherwise—bigots, political extremists, even pornographers and child mo-
lesters.

A few highly publicized cases have fueled the flames of concern. Reports
that another teenager has been attacked by someone they “met” on the Inter-
net makes even computer-savvy parents cringe. How do you control something
you don't understand, that’s based on a technology that never stands still, and
is used by people you never see?

[t'd be nice if there were a simple, straightforward solution. Unplug the
computer. Ban the Internet from the home. Slap a techno-monitor on the ma-
chine that buzzes every time your kid even thinks about going in the wrong
area.

Sorry. At least for now, there are no easy answers or silver bullets. Even if
you ban your kids from using the Internet at home, chances are they can go

down the street to a friend’s house and go online. Still, there's plenty you can
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do to improve your kids’ chances of having a safe cyber experience at home,
with friends and even at school. It requires a certain amount of trust between
you and your kids, some thoughtful preparation, constant monitoring—and
good ol common sense. Sure, it's work, but the rewards are well worth it.
There’s too much good stuff on the Net to have a few losers with too much time
on their hands scare you off.

In this chapter we'll walk you through a series of home-tested, common-
sense steps you can take, then review some of the technology weapons at your
disposal to help keep your kids from stumbling into the dark side of the Inter-
net. For simplicity, we've divided the steps and tools into Good, Better and
Best.

After completing this chapter you'll know how to:

» Set clear rules of cyberspace engagement, while teaching your kids

how to protect themselves online.

» Monitor what's going on as your kid surfs the Net.

o Take advantage of cyber safety technologies, including “parental con-
trol” features offered by the major online service providers, special In-

ternet search engine features and software that blocks adult content.

» Audit vour kid’s school cyber safety policies and talk to the parents of

your child’s friends about your family rules.

Before You Begin v EstaHishing the “Rules of the Road’

Children can be pretty gullible when it comes to online experiences, so you
need to help them learn some healthy skepticism. As the famous New Yorker
cartoon puts it, “On the Internet no one knows you're a dog.” The online ac-
quaintance who claims to be a fourteen-year-old cutie could just as easily be a
30-year-old creep. To keep kids safe, you also need to give them some clear
tules. Remember the old rules of the road? Don't talk to strangers. Don't take
food from a stranger. Don't believe a stranger who says Momﬁrﬂl}ad sent them
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to school to pick them up. Children have had these rules drilled into their
brains since they could see straight, and for the most part, they work. As a com-
puter-smart parent, you can approach the Internet in the same way.

Every computer-savvy family needs a Net version of the rules of the road.
We've looked at a bunch of Internet behavior contracts, especially samples of
agreements many schools use with students. As you craft your own verbal or

written agreement, be sure to keep these three golden rules in mind:

» Protect your identity. If someone communicating with you on the
Internet (via e-mail or in chat rooms) asks for your name, address or
phone number don't respond. Watch out for other questions that might
on the surface seem harmless, such as “What school do you go to?” or
“What state or city do you live in?”

« Watch out for messages from strangers. Don't read text messages
or open/view attached files (most commonly picture files) from
strangers. If you don’t recognize the e-mail address of the sender delete
the message or show it first to Mom or Dad. By the same token, don't
send a digital picture of yourself to a stranger.

» Never agree to call or meet with a stranger. If someone you meet
in cyberspace suggests you call him/her, or that you should meet in per-
son, immediately alert Mom or Dad.

For a ready-to-use agreement popular with many parents and schools check
out the one created by Larry Magid for the National Center for Missing and
Exploited Children Web site (www.missingkids.com). Printed copies of his
rules are also are available by calling 1-800-843-5678.
















































